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	Academic Year : 2018-19Year:  IIIB.TEC H        Semester-II

	Name of the Faculty :Dr.CH.Srinivasa Rao           Designation: Professor

	Name of the subject: Cryptography and Network security    Subject code:

	Number of periods/week :6              Theory :5 Remedial class/week : 1
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Unit
	
Topics (JNTUH syllabus)
	Books/journal references with page numbers
	No. of classes planned
	Syllabus to be completed by date
	Teaching- Aids

	





1

	
Introduction-Security concepts
-The need for security, security approaches ,principles of security, Types of security attacks, security services, security mechanisms, A model for network security.

Cryptography concepts and Techniques: Introduction, plain text and cipher text, substitution techniques, transposition techniques, encryption and decryption , symmetric and asymmetric key cryptography, key  and key size, possible types of attacks
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2


	
Symmetric key Cipers: Block cipher principles, DES, AES, Blowfish, RC5, IDEA, Block cipher operation, stream ciphers, RC4.
Asymmetric key Ciphers: Principles of public key cryptosystems, RSA Algorithm, Elgamalcryptography,  Diffie-Helmen key exchange, knapsack algorithm.
	
T1 23-199
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3


	Cryptographic Hash Functions: Message authentication, secure Hash Algorithm(SHA-512)
Message authentication codes: Authentication requirements, HMAC, CMAC,Digital  signatures, Elgamal Digital signature  scheme.
Key Management  and Distribution: symmetric key distribution using symmetric &Asymmetric  encryption, Distribution of public keys, Kerberos, X.509 authentication service, public –key infrastructure . 
	
T1232-351
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4
	 Transport-level security: Web security considerations, secure socket layer and transport layer security,HTTPS, secure shell(SSH)
Wireless network security: wireless security, mobile device security, IEEE 802.11 wireless LAN IEEE 802.11i wireless LAN security.

	
Ref book  81-90
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5
	E-mail security: pretty Good privacy,S/MIME IP security: IP security overview,IP security architecture , authentication header, encapsulating  security payload, combining security  associations, internet key exchange.
Case studies on  cryptography and network security:  secure multiparty calculation ,virtual elections, single sign on, secure inter-branch payment  transactions, cross site scripting  vulnerability.
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Review classes
13-April19
	


Block board/LCD


Total classes planned:     67
Standard Text / Reference books / journals:
TEXT BOOKS:
1.cryptography and network security- Principles and practice: William stallings, pearsoneducation  ,6th edition. 
REFERENCES:.cryptography and network security CK Shyamala, N.Harini, Dr TR padmanabhan, wileyindia 1st edition.

FACULTY:Dr.CH.SRINIVASA RAOHOD
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	Number of periods/week :6              Theory :5 Remedial class/week : 1
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	Books/journal references with page numbers
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1

	
Introduction: mobile communications, mobile computing, paradigm, promises /novel applications and impediments and architecture, mobile and handheld  devices,  limitations, of mobile  and handheld devices.
GSM-services, system architecture , Radio interfaces, protocols, localizations, calling handover,security,new data services,GPRS, CSHSD, DECT.
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2


	(wireless ) Medium access control(MAC): motivation for a specialized MAC ( Hidden and exposed terminals, near and far terminals), SDMA, FDMA, TDMA, CDMA, wireless  LAN(IEEE 802.11)
Mobile network layer: IP  network layers, packet delivery and handover management , location management, registration , tunneling  and encapsulation route optimization  , DHCP.
	
T1-69-92
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02/02/2019
	

Block board/LCD

	



3


	Mobile transport layer: Conventional TCP/IP  protocols,  Indirect  TCP, Snooping  TCP, mobile  TCP, Other layer protocols for mobile networks.
Data issues: Database hoarding and techniques, client –server computing and adaptation, Transactional models, query processing , data recovery  process &Qos issues.
	
T1351-372
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4
	Data dissemination and synchronization : communications  asymmetry , classification of data delivery mechanisms, data dissemination, broadcast models selective tuning and synchronization –introduction , software  and protocols  
	
T2 231-378
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5
	Mobile adhoc networks(MANETS): introduction, applications, & challenges of a MANETs routing, classification of routing , algorithms , algorithms such as DSR, AODV, DSDV, etc, mobile  agents, service discovery.
Protocols  and platforms for mobile computing : WAP, Blutooth, XML, J2ME,Java card  palm OS  windows, CE smbianOS, Linux for mobile devices, Android. 
	


[bookmark: _GoBack]T1-351
	


10
	


10/04/2019
Review classes
13-April19
	


Block board/LCD


Total classes planned:     67
Standard Text / Reference books / journals:
TEXT BOOKS:
1. Jochen schiller, “ Mobile communications- Addison-wesley, second edition 2009.
2. Rajkamal , Mobile computing – oxford university  press 2007.
REFERENCES:Jochen Schiller, mobile communications, - addisin-wesley second edition 2004

FACULTY:Dr.CH.SRINIVASA RAOHOD
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